Database Security Roadmap

A Best Practices Guide from Pivot Point Security

SECURE THE DATA

SECURE THE PHYSICAL ENVIRONMENT Wﬂ

Evaluate DB Backup / BCP Strategy
» Are backups working as planned?
» How are backups transferred and secured?
Evaluate Software Patch Configuration
» Is database patched with latest security patches?
Evaluate Directory Structure and Security
» Are directories containing database control files and
data files secured?
Evaluate Database Authentication
» Can an unauthorized user gain access to the database?
»-Evaluate Database Audit Policy
» What database activities are being audited?
» Are the audit logs monitored?
Evaluate SQLNet Configuration
» Is the SQLNET configuration password protected?
» Are log files set to minimum levels?
» Is EXTPROC removed from the sqlnet.ora configuration file?
» Is the listener port set to something other than default 15212
» In a multi-tiered environment, are all servers blocked with
the exception of the appropriate application and
administration servers2

SECURE THE NETWORK
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SECURE DATA INGRESS/EGRESS

Evaluate Host Security
» Is there a comprehensive approach to patch, vulnerability
and configuration management?
» Is privileged access to the host appropriately limited?
» Is access to the host logged? Are the logs monitored?
» Are key configuration files protected against modification?
Evaluate Segregation of Duty
» Do administrator login rights adhere to the principle of
least privilege?
» Are all users using unique passwords?
» Are DBA, System Admin, and Security Admin roles segregated?

We make it SIMPLE to Know You're Secure and Prove You're Compliant ... Contact us at 888.PIVOTPOINT or info@pivotpointsecurity.com




